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2018 &, AEF—H, FRIBR TRESEXRR, W Drupal ImiBIBHITHIR.
$2-057 ap<#147. Adobe Flash Player {EERIBHITERR, HETHEETEFLE
A9 Struts2 RCE I&id,

Struts2 {EAHRA FERITA Java Web JRSZSIERT—, RS TIEIEE
TRFER. HE. ETNRAEERACIFREER, 2BeER, INERER
BEBZK, M Struts2 [BRAEFIRL.

ATIERREIN T HEFIEW Struts2 iFiH, REMSMA/RIALR=RE TARS, IR
HM Struts2 (IS ENA. BRI, RREHE. URBRENESHENEHRT T2
EHER,

Z Struts2 BENE
2.1 Struts2 {EZRES

Struts 2 Apache E&< Jakarta MIEEN—MFEIEB, ©XA MVCIER,
RETBIRIFIOFBEN java FFAREFIF J2EE FF& Web 1A, FIEMEAY java ZRKI—FE,
Struts tEEETFEMANSEERIT, B MVCIER"SEBRBIEMNEEE" 1S
HRIFSHBREL,

2000 F£ 5 BREZES, Struts BERAT N EEMIESRE, FEERE
RO SRMEMSE TTZAYIER. TiASEEET 20%, BEFENFRAR, 1T
BEEkATEEENTWRE, (EEMEERERT, FANHES, Struts1 FISIRME

RS RE NS, FEBILT Struts1 RIREIRE.
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S3F Struts1 #EZRMS, TS JSP/Servlet BAEE LR, EMSH T —L™E
RIRIRR, &5%, Struts! STFFRYRMERARE—, BT Struts1 HIMAIFHLLRE, BB
MIFIRIRE FreeMarker, Velocity ERAR, EIHEARRESXEANERAMRRRA
BTES, 2R, Struts1 5 Servlet API f9PE#ES, R AT, &/, StrutsT
REBFEKIRT Struts1 API, BT RAMIELR.

MEAEELE, SRHITIHFSS Struts1 TRAMEEREZR, than JSF.
Tapestry 1 spring MVC &, XLEHEZEHFHIMBVFR L RIR, NA T &R
&, EEFBM Struts1 RIREN 7256, iR TIRESARE . IXEAEZRAYHIMB(EH 1 Struts
AR, fElt Struts1 EEo R 7 RMESR  5—1NEEEHRA StrutsT F9EHT L,
BE T BIMI— MEFERT Web #E58 WebWork B9 Struts2, Struts 2 BSARTE Struts1
RUERE A RREERAY, (BESER LRI WebWork J9fz/ORY,

YE79 Struts B9 TF—XF=5, Struts2 5 Struts1 RIRREHRZEFIE K, Struts2 /9
489 Struts1 ;7 ENT WebWork B57eHANRITIES., %— 1 Struts1 #1 WebWork
MMEZR, BEE—MEEN, oI BRET MVCIGIHMERIESR, BFelEeE
FHY Java Web NAIERF. IRITTXMEREN T NEFRRIEE, E. NRFHEX
BN TR EHE.

2.2 Struts2 jEiRfER

B#S S2-001 9 Struts2 ep SHUTIRIRBR AR ZESHIRS S2-057, IwiRSE
BEERAZE ST N2%E, WELEE+TRE, BRNMEEEES:

#®S S2003, S2005, S2007, S2-009, S2-012, S2-013, S2-015, S2-016.

S2-019, S2-029, S2-032. S2-033. S2-037 FHap<SHiT3siRiAE, FIAT Struts2
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HEZRIAT 7 &SRRV OGNL RIXATUSRA AT iEARBET request BY
2873, cookie 7, S#UE. filename, URL. content-type,

WS S2-002, S2006, S2-028 FLiEATHEIERAT XSS iR, W<s: url>F0
<s: a>iREHENKIEFRIEE XS5, XWork BRIARIZIE action SRi#{T XSS ILE.
RS S2004 HREHXERFE, RFNEERHHERERFERWNERIDH URL 118
XEIZ TR "5 RS2 MU,

w5 S2010, S2023. S2038 FZ %« bypass KimiH, SEEAENNSIEREME
KRS SHENE, SHIVEMEBERLIFTN, EErJLIGI SHEIGIER#HTT CSRF ik
S S2017 EERZERE, BIHRIEIZE "redirect: " / "redirectAction: " HI&
HE NIRRT FEER.

fmS S2011, S2051, S2054. S2056 % DOS W FHRwRE, B TMERRKG
ERUBICSEL, SMEHRITHIA REST fB4HERAY JSON-LIB, XStream BRAi&EH A
BB AHANER, SREE—EXRDRREXEA—20T. FEHNEES
FMNERRISCEEII R,

2.3 Struts2 LA

BT Struts2 IEZRNER Y, RR—2B R, FIeEIFE 2, RSTWEZ
KR, BREERRTHE, BN, €/, BN, B8ETk. s, Eg, TN, &
BIFMELFRAX e hREERK,

Struts2 {EZRNIRIR—EESRMNEPFENZEMR, BTFRPEREEER
FHEFTRMEREMER T Struts2 {FAKREER, MEMEITHARARNEERESRG
NI FHATREREFE, WRARARBIRREELERAR, IBREHAIEER
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HITFE, FASEUEREE. REULEENBzRRET NS ErnERSss E T
EERFDT, BTN FERILRIEMTEN, 5IREUEIHE. MIENL.
BANGE). AR EREE M,
2.4 Struts2 {EE1ER

ESHIE, BRLE] BRESEABIBLRIIRREAEXSGRIAHITAHE,
—ZRIN, REHEAHFTOITME, FEHRRALR, FEESHTIFARRES
. $PXIFSE8 B 22 H, 4wS S2-057 imEHI, REMSM/RIESLI=EESE—HTE
R T RRERNFREEMREREA, FMRNRASEE, KRR R mavh
T. EUWFINARTE B CNRERIEFIAE HITIRIEES.
= Struts2 BiRFITR IR
3.1 Struts2 B LhRFFRET

M 07 FFE—> Struts2 i S2001 £%, wSBEEET S2057, KENEEE
KET 57 4, IERBYSF/RIZLINEDHT, IXLRAE ST RCE, XSS, CSRF, DOS,

BREHIIEMINEERIGRRS MR, HpapdiiTsis 17 4,

SRAXLERRAAFZAEERARRE, B—EEEAKNAASSIARM,
R, bE—LiRREEHFXEE—HIE0: S2-003, S2-005, S2-007, S2-008, S2-009.

S2-012, S2-013, S2-015, S2-016, S2-019, S2-029, S2-032, S2-033, S2-037,
S2-045, S2-046, S2-048, S2-052, S2-055, S2-057, BE+ZMEEL Struts2
BELDSRUEFRR, REXNXEREIETON, TR, FeEEHavRE
B AYRHR IS E SRR,
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3.2 Struts2 EXFERASH
3.2.1 S2-032
PGS

SRAHMETEERN, HEEYUMEEERIEAL, ERSHmnITEERE,
SREN AR SS B PR .
ERWRRFRS

Struts 2.3.20 - Struts 2.3.28 (2.3.20.3 #1 2.3.24.3 B&5M)
RS

CVE-2016-3081
e T

IREAAET Struts2 BIENRSTTiES |IFAThRE. REE Struts2 BeE XA EIIN
e, BUAJRERFIA.

<constant name="struts.enable.DynamicMethodInvocation” value="true"
/>

WNERFA 1B http: //localhost/index.action?method:OGNL fUER T, BXK
AY OGNL RIXATLEHHIT, ERHRABSHUT.

method EEIRAITEB S Struts2 WITRENT, KRBT

DefaultActionMapper.java =,
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subst ring(METHOD_PREFIX. length()

ParameterAction()
String key, A

BJLAEZ) mapping.setMethod(key.substring(METHOD PREFIX.length()));#&
A MENBAEIANE] map 1, ARTE DefaultActioninvocation.java #1, #f

invokeAction 3|,

MethodFailedE
: find

ethodResult = ognlUtil.getValue(methodName + , getStack().getContext ()3

f NoSuchMethodE

invokeAction B5SRENG EFArER, ARV ognlUtil.getValue =175 E5FH

RENTIAER. AEFHEEL ognl B9 methodName ;&EHTTEANTIE, TH

BB ognl Xg=F, MMEMBSHIT.
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3.2.2 S2-037
i)
imiAElETX method [REHITIHIESENRY, fEFAZ REST {489 Struts2 N A,
W EE LTI TIE.
SRR FRRS
Struts 2.3.20 — Struts 2.3.28.1
RS
CVE-2016-4438
FREbakiiy
S2037 2EF 033 B9—\&kid, 7£ 033 FF, BEHFENSH AT, B 032

B, RREEEZRS rest {4, M 037 1, AFREFBHSHENITHE AR

BT,
B5EE 033 itRidE

FEESFERATERIE struts.xml FEE, 1XF1 032 i&X5!

<constant name="struts.enable.DynamicMethodInvocation” value="true” />

033 [aIREHINTE rest f@{FH RestActionMapper.java

handler 2016/6/16 18:54 i

B ContentTypeHandlerManager 2015/5/3 12:20 AVA {4

B ContentTypelnterceptor 2015/5/3 12:20 AVA &

B DefaultContentTypeHandlerManag... 2015/5/3 12:20 AVA 3% 7

B DefaultHttpHeaders 2015/5/3 12:20 AVA 3744

B HttpHeaders 2015/5/3 12:20 AVA {4 2

B RestActionlnvocation 2015/5/3 12:20 AVA {4 4
M 8 RestActionMapper 2015/5/3 12:20 JAVA 37it

= RestActionProxyFactory 2015/5/3 12:20 AVA {4

B RestActionSupport 2015/5/3 12:20 AVA 3% 4

B RestWorkflowlnterceptor 2015/5/3 12:20 AVA 7{%
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£ getMapping 755+, FELEMNSABHRITEEFTRENBESBMIZIE

handleDynamicMethodInvocation(mapping, mapping.getName());

i handleDynamicMethodInvocation(Acti pping mapping, : name) {
t exclamation = name.lastIndexOf( )
f (exclamation 1) {

mapping.setName(name.substring(®, exclamation));
f (allowDynamicMethodCalls) {
mapping.setMethod(name. substring(exclamation + 1));

} else {
mapping.setMethod(null);

ERTE uri P! EEEMEINAZIT mapping #, SARIMRARE 7o EH

17, LR allowDynamicMethodCalls FF/F, &f& method SHANZE|

com.opensymphony.xwork2.DefaultActionInvocation 2#4 invokeAction /5i%,
ZIEHIHRIR 032 —1F 7, AILISEZRINFEAISHT Struts2 IR E.
ETREE 037 BARIHBNSTE, BRATE rest &Y.

handleDynamicMethodInvocation(mapping, mapping.getName());
fullName = mapping.getName();

£ (fullName null &% fullName.length() e) {

t scPos = fullName.indexOf(';");
equals(fullName.substring(scPos + 1))) {

f (scPos 1 &8
fullName fullName.substring(®@, scPos);
}
t lastSlashPos = fullName.lastIndexOf( )3
ing id null;
£ (lastSlashPos 1) {
t prevSlashPos = fullName.lastIndexOf( » lastSlashPos - 1);
f (prevSlashPos 1)
mapping.setMethod(fullName.substring(lastSlashPos + 1));
fullName = fullName.substring(®@, lastSlashPos);
lastSlashPos = prevSlashPos;
id = fullName.substring(lastSlashPos + 1);
}

AR5 handleDynamicMethodInvocation(mapping,

mapping.getName();ZGEXER T

| mapping.setMethod(fullName.substring(lastSlashPos + 1));

KRR B R S
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Gilpp=gliseEheg=pln
| 1f (allowDynamicMethodCalls) {

FTLAX NS AT EFEIET, RRBEXESH TiRxR

XEN LT = RGNS RT

-1 Te) el

“~ 121.0.0.1 T8 A S5-1- 60 :
(D) Warricene Electric = A YebBoar = website o [ DS Decrypter - W05 @ Google Macking - O

T v] = 0 SW- ISS- Encryptions Encoding Other

ALABRZRIRIIHITT system @<,

3.2.3 S2-048

pEHEE S

1£ Struts 2.3.X &%1f9 Showcase fHE{HFE s Struts2 224 Struts 1 BHEFEF

E—MEERERITRIE. 2RI Web RFEAT Struts 2 Struts 1 #f4, NETEE

S5 Struts2 FUTHRSMEBBARSTESBENE.

SRR RFRS

Struts 2.3.x &FIFHFAT struts2-struts1-plugin AR,

RS

CVE-2017-9791

iR 3t

JRIEHTE org.apache.struts2.s1.Struts1Action 28f execute J57%,
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public void setConfiguration(Configuration config) {
this.configuration = config:

}

text ctx = ActionContext.getContext():
Config actionConfig = ctx.getActionInveocation().getProxy().getConfig():
ion = null:;

action = (Action) objectFactory.buildBean(className, null);

} catch (Exception e) {

throw new StrutsException( . e, actionConfig):

1Factory(Dispatcher.getInstance () .getConfigurationManager () .getConfiguration())
teActionMapping (actionConfig) ;

ntext.getRequest() ;

ActionContext.getResponse() ;

Forward forward = action.execute (mapping, actionForm, request, response):

s messages = (ActionMessages) request.getAttribute (Globals.MESSAGH KEY);
if (messages !'= null) {
for (Iterator i = messages.get(); i.hasNext(): ) {
ActionMessage msg = (ActionMessage) i.next():
ues() !'= null && msg.getValues().length > 0) {
essage (getText (msg.getKey (), Arrays.asList(msg.getValues()))):

B57tiXE ActionForward forward = action.execute(mapping, actionForm,
request, response), =iBREANEKGIERBEEFin.

5 addActionMessage(getText(msg.getKey(),
Arrays.aslList(msg.getValues())));iIXEXEART getText F5iZ=HE action messages
%45 com.opensymphony.xwork?2.util.LocalizedTextUtil.getDefaultMessage ,
BaEHEFXBERT
com.opensymphony.xwork2.util. TextParseUtil.translateVariables, &FRkER
OGNL FRiATURESMEFREBERIAT, FA OGNL RAXNHUTES L.

3.2.4 S2-052
IR

Struts2 REST f&{4HHJ XStream BHFERFFICIEIR, EFTHE XStream LA

B9 XStreamHandler T/ FFICERIERS, ROGEIRERATHTEIINIE, FELZER

B, ARITiE .
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SRR SRS

Struts 2.5 — Struts 2.5.12
RS

CVE-2017-9805

iR

B AIE payload iE3KfE, REFRIEER, TABRIXERNEAEMUE,

.
.

£ ContentTypelnterceptor.intercept Zj5, 4% reader hHIEHEET

XStreamHandler FfJ toObject /iR TLAIL,

R TRV SRR =
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=177 payload H# java.lang.ProcessBuilder 24 B 284 AY command /5

IERPUTRGEFISE,

next class="java.lang.ProcessBuilder"s
<command>

<string> c\windows\system32\cmd.exe</string>
<string>/c echo topsec> c:/topsec.tdt</string>
</command>

3.2.5 S2-057
iR IR

2 struts.mapper.alwaysSelectFullNamespace &4 true, 78 package ¥x
FWLAK result B param Fr&TIHY namespace {EAYERS, BiEH T BECFATAT &R
namespace #4=H], &% namespace 2HHAN OGNL EGHAT, MMIF~4EimiE

TR,
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SRR SRS
Struts 2.3 - Struts 2.3.34
Struts 2.5 - Struts 2.5.16
RS
CVE-2018-11776
e T

7£ DefaultActionMapper XN 2509 parseNameAndNamespace F5iEE,

protected void parseNameAndNamespace(String uri, ActionMapping mapping, ConfigurationManager configManager) {
String namespace, name;
int lastSlash = uri.lastIndex0f('/');
if (lastSlash == -1) {
namespace = "";
name = uri;
} else if (lastSlash == @) {
// ww-1046, assume it is the root

names
name = uri. substrlng(lastSIash +1);
} else if (W) -
// Simply sele ing before the last slash
namespace = uri. substrlng(a lastslash)
name = uri.substring(lastSlash + 1);
} else {
Cunflguratxon confzg = conflgManager getcunflguratlon()
String prefix = uri.substring(@, lastSlash);
namespace = "";
boolean rootAvallable = false
Find the longest matc namespace, defaulting to the fault
for (PackageConfxg cfg g conflg getPackageCanflgs() values()) {
String ns = cfg.getNamespace();
if (ns != null && prefix.startsWith(ns) & (prefix.length() == ns.length() || prefix.charAt(ns.length()) == '/')) {
if (ns.length() > namespace.length()) {
namespace = ns;

}
if (“/".equals(ns)) {
rootAvailable = true;
}
}

name = uri.substring(namespace.length() + 1);

2 alwaysSelectFullNamespace #7iZ& A true BY, namespace BHEZM URL
F3RENEY. URL 20489, FLA namespace th2B1EHY.
Action HfTEFRZ R, EFRSVEA ServletActionRedirectResult 255

execute() /55 TEER Result AYREHT,

R B 7R 10 526 2
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s D {{ y.java ¢ r i i java s Ser i java o tjava o i i Testjava s ActionChainResult
%/
public void execute(ActionInvocation invocation) throws Exception {
actionName = conditionalParse(actionName, invocation);
if (namespace == null) {
namespace = invocation.getProxy().getNamespace();|
} else {
namespace = conditionalParse(namespace, invocation);
if (method == null) {
method = "*;
} else {
method = conditionalParse(method, invocation);
String tmpLocation = actionMapper.getUriFromActionMapping(new ActionMapping(actionName, namespace, method, null));
setLocation(tmpLocation);

super.execute(invocation);

B%c, 2 namespace AZES, A invocation.getProxy().getNamespace()

THELLZE namespace, AAGIEZEE namespace €\ ActionMapping i RE .,

x/
public ActionMapping(String name, String namespace, String method, Map<String, Object> params) {
this.name = name;
this.namespace = namespace;
this.method = method;
this.params = params;

$Xia, ActionMapper.getUriFromActionMapping ()33 ActionMapping [SH(E

WITEE, £— URLZFE (B8 namespace) , FI{ELS T tmplocation 35

String tmpLocation = actionMapper.getUriFromActionMapping(new ActionMapping(actionName, namespace, method, null));
setLocation(tmpLocation);

super.execute(invocation);

E¥EE B8 namespace BY tmplocation fENT setLocation()5iEH.,

java < 4 i j F i java g ol Acti ing.java

<

tion to go to after action execution.

public void fetlocation(String location) {
this.location = location;

1ZF715%% tmplocation BIR{EZ5 T StrutsResultSupport 2549 location T=,

$Kf, IREZ super.execute()/53%,

s DefaultActioninve ion.java ol F It.java s DefaultActionMapper.java a ServletActi i java o¥ Ser i lt.java o
~ RGN PTCPCTIUICT VEETCUITIEAT ST~ LT UC~/ €L LU PICPCiu CIIc CUCUCLUIT WL LT CITE SCT VEET CUITtEAT putiTy

,./
public void setPrependServletContext(boolean prependServletContext) {
this.prependServletContext = prependServletContext;

public void execute(ActionInvocation invocation) throws Exception {
if (anchor != null) {
anchor = conditionalParse(anchor, invocation);

super.execute(invocation);

KRR B R S
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#k4IRES ServletActionResult Z£AHY super.execute(),

public void execute(ActionInvocation invocation) throws Exception {
lastFinallocation = conditionalParse(location, invocation);
doExecute(lastFinallLocation, invocation);

}

£ StrutsResultSupport 25589 execute() /5755, RIRIFIRERY location &

(78 namespace B9) #IENT conditionalParse()/5i%.

protected String conditionalParse(String param, ActionInvocation invocation) {
if (parse && param != null && invocation != null) {
return TextParseUtil.translateVariables(
param, .-
invocation.getStack(),
new EncodingParsedValueEvaluator());

} else {
return param;

}

.

=42, @13 TextParseUtil.translateVariables()Xt namespace i##{T OGNL fi##fr,
SEEEREHRITRIE.
Struts2 EiREHED T
4.1 Struts2 IBiRBERERT
Struts2 &RfF 2007 5, 40 3-1 A, 2007 FRMEFHBR T — KA,

fEERRSEESFEIEIENES,. 22016 F, KEEKELE 1814, 2017 FRKE

HEHE T, BERERFE 2 (ERIKE.
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hEERAESE

A
o _od °% \b
o o

2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018

4-1 BBRRSAT
4.2 Struts?2 EiRZXBGT
ME 3-2 TTLAEH, 15k 10 3-8 KR 57 A Struts2 i@iAT, ST RRE

281, ORER49%., HIESAAYZE DOS EiwiE, B 101, GHH 17%.
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i KB G i
1, 2%
=

= DOS
=DOS. XSS
= XSS
L4 bypass
= i 2T
= BHXBH

, m AR )

nEEM

28, 49%

4-2 FiR%REST
4.3 Struts2 IR HEE
MR VERRYEFTEEIRIRSS, FEHHEN 20000 MO, EAHTFFE Struts2
IR T SRR 2, BETTW SRR (& 25%) , EDRZBAT (&5 21%) .

TRk (H15%) . ik (H11%) . B8R (&5 9%) FiTik,

R TRV SRR =
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Apache Struts/2 17V & EE

4-3 Struts2 iFRITI S
4.4 Struts2 £ESHSE
KEMSKIFREEAER Struts2 B9 8 ARG T 7RI RO, EFiREH

ERZHNEMRILRETAL] 18895 &, H2EHMEN 21%, FOXEl RE 15243 &,
S2EFHEN 17%; I 11954 8, S2EHEN 14%.

R TRV SRR =
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ISR 2R

20K

18,895

18K
16K
14K
. 11,954

o 10K

7,826

3,503

I ]

1,919
1 ,876 1557

Ay I i) WAL i R4y LT A HERRIHAT. ’n‘-;’ MY

4-5 EMgERIHHIERt

tmm. TRE. ISHERI=. InIafM, REEALFKE, RRMEEW
NARBLET2ERY. EPILEHEATENSE, Bia. XHRIHL0, SREE&E,
BURFERI I, HE 3-3 BT eI LIEE, BN, BE IHMERE, 5 Struts2
T RID BN —E.
4.5 Struts2 IEEFHHDHE

HESBEIA Struts2 WubizEm D MBS HERRITAE 3-6 Fk:
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HNizE R

4K 23,430

22K

20K

18K

16,134
16K
14,490

14K

12K

10K

8K

6,083
6K
4K
2,818 2 -
N 1,908
876 751

o HE .

ALfE (OLPN isi] #®a PIEEE HEM ﬁiﬂM“%— 1 Bl pERE

B 4-6 izEmSitHiREE+

34

HBRI=AREERDBIRHEE. MER. KB, XSREEKMNZERHEMIR

HEAEEEA—EL,
ImOFFRIERGT

HESEERERA Struts2 BERIIRS SRR O FFRIE RS NE:
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A5 N EETHER T

45K

40K

35K

30K

25K

LAk

20K

15K

10K

o
=

4-7 ERRSEIROFRIHHER

ME 3-7 FJLAEE, Struts2 RIBRSSEFFFIREIEER 80, 443, 8080 FH i
H.
4.7 1TIV RS RERTRR IE

MRS R, R, B, HEUSIRI=F. SRMTINSRNESN
QE, ERERAERBTHER&ENEN, TCRBITHARKBRRGERKER] &
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